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One of the system objectives for the Kansas Aging Management Information System
(KAMIS) was to provide security of KAMIS data from unauthorized or unintentional
exposure or damage. This objective continues with the Kansas Assessment
Management Information System (KAMIS 11).

As we extend system service to users communicating via the Internet, this security
objective becomes even more critical. Requiring a user-specific password for access
into KAMIS 1l is the starting point for security. Another aspect that users will see is
access to only KAMIS data and functions via security access roles assigned to the user.
These user profiles are based on specific business needs for data access, as approved
by the designated security authority for the requesting agency's employees and
service providers, and by KDADS management staff for KDADS employees.

To request access to any KDADS web application, the requesting user must submit
KDADS' electronic Information System Resources User Security Agreement form.
Once the completed security agreement has been electronically submitted to
KDADS, the request will be processed.

e The Information System Resources User Security Agreement can be located on
the KDADS Provider Information Resource Website (www.aging.ks.gov)

e The security agreement must have the appropriate application request
checked, and details on what forms and access level the user needs, or provide
the name of an existing user at their agency that has the same type of access.

Continued on next page
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All user accounts for KAMIS |l are created and managed by the KDADS Information
Services Division support branch staff.

You will receive your login information after the KDADS Security Agreement that
you submitted electronically has been authorized and processed.

You will receive your user name and password via two emails sent from the KDADS
Help Desk. The emails are sent to the email address you provided on your security
agreement. The first email contains your user name, along with information about
the website link to get to the Web Applications Sign In page. The second email
contains your password, along with detailed instructions on how to change your
initial password to one of your choosing.

Web applications password requirements:

= Password expires every sixty (60 days). The user will be prompted to change
it automatically. There are four grace logins allowed before you must change
it or be locked out of the system. If locked out, you must contact the KDADS
Help Desk to have the password reset.

= Minimum password length is eight (8) characters

= Password must contain at least one alphabetic character

= Password must contain at least one numeric character

= Password must contain at least one uppercase letter

= Password must contain at least one lowercase letter

= Special characters are recommended, but not required.

Individual passwords will not be visible to anyone, including KDADS support staff.
However, KDADS support staff can reset the password if the user forgets their
password. Instructions for changing a password are covered in the next Chapter.

KAMIS Il has an extensive internal audit trail for documenting when and by whom
data is created and changed. For this reason, logging into KAMIS Il with another
user's name and password is specifically prohibited and a violation of the KDADS
Information System Resources User Security Agreement. Discovered incidents of
false identity will be investigated by KDADS, with a potential outcome of permanent
denial of KAMIS Il access for both the person falsely logging in, and the KAMIS I
user who revealed their password.
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Any individual who requires emergency access to KAMIS II, or an emergency change
in KAMIS privileges, should contact the KDADS Help Desk (785-296-4987) for
assistance. The Help Desk will contact the appropriate approving official before
making emergency changes, if possible. If that individual is not available in
advance, then emergency changes will be approved by the KDADS Financial &
Information Services Commissioner or the KDADS Chief Information Officer and the
regular approving official will be notified as soon as possible afterward.

KDADS will periodically validate the list of KAMIS Il users and their privileges with
their agency's official.
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Below are the access privilege levels available.

Privileges Description
Read Select, view, query, copy, report or print screen forms and their data.
(View)
Write Create, update or terminate data using KAMIS screen forms.
(Update)
Approve Authorize the business transaction for which data has been entered.
(Full Access)




Security Request Form

Introduction

This Roles page is available from the KDADS Web Applications Home Page for only
those persons designated as the organization's security authority for KDADS web
applications. They can look up an existing user from their agency and see what
roles and access level the user has. This will assist in stating on a new user's security

agreement request which existing user can be copied for the new user's access. The

KDADS Helpdesk will use this information when setting up the new account.

Sample Blank Form

Department for Aging
and Disability Services

.

CME Home Page |  Your Profile m
Print the Roles Display. User Search (3
~ [Select Username v
Roles Display ®
Username in Roles table.
Total entries: 56
5 KAMIS = Kansas Aging Management Infarmation System nong |(read ([ write (| approve ACCESS DEFINITIONS
5 KANCARE = KanCare Reports none |[read [|write |||approve None ||Authorizations marked with none removes
access fo selected module
7 KCPC = KCPC on DCF network for Addition Services none | read |f|[write approve Read |[Select, view, query, copy, report or print
) PERSON_ADMIN ||= New Person Administration none |fread (| write approve screen forms and iheir data
Write ||Create, update or "delete” (terminatehide)
9 IMATLOC = MATLOC on DCF network for Technical Assistance (TA) none lread ‘Wme \appmve data using KAMIS screen forms.
walver (Note: KAMIS data may be marked for
_ "deletion” and thus hidden from view, but
10 |BUDGET - Budget none Jjread jjwrte J|aperove will not be physically removed from the
20 ||[CT™ = Code Table Maintenance none ||[read || write {||approve database until archived much later).
- [Approve||Authorize the business fransaction for which
30 |[SRVCFUNDMAINT| = Service Funging Maintenance none |lread ([ write (| approve Gata has been entersd.
40 |[PSFM = Provider Service Funding Maintenance none | read |f|[write approve
50 ||ORG = Organization Maintenance none |lread ([ write || approve
60 ||OMmM = Organization Member Maintenance none |lread ([ write (| approve
70 (MU = Mass Update none | read |f|[write approve
30 |[ASRPRCMAINT ||= Assessor Pricing Maintenance nong |(read ([ write (| approve
90 |[SP225 = Services Provided 225 none |lread ([ write (| approve
100 ||SB = Supplemental Billing none ||read |if write approve
110 |[KDOAA = KDOA Approvals nong |(read ([ write (| approve
120 |CB = Care Billing (General Access) none |lread ([ write (| approve
130 |PM = Person Maintenance none |lread ([ write (| approve
140 |[S1 = 8tandard Intake none | read |f|[write approve
150 ([USR = Uniform Session Registration none |lread ([ write || approve
160 |[UPR = Uniform Program Registration none | read |f|[write approve
170 |[NA = Abbreviated Uniform Assessment Instrument none | read |f|[write approve
130 ([UAI = Uniform Assessment Instrument nong |(read ([ write (| approve
132 |[MAI = MATLOC Assessment Instrument none |lread ([ write (| approve
134 ([MAI_INTAKE = MATLOC Intake none |((fread || write approve
135 ([BASIS = BASIS DD and CHILD Assessments nong |(read ([ write (| approve v
1an llpoc = Plan nf Cara none llraan Wwrite Il annroues
< >
#100% ~
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Information System Resources User Security Agreement

The link to the online security agreement form is available on the KDADS Provider
Information Resource Website at www.aging.ks.gov. The link is located on the left
side of the page. The form must be completed online and submitted electronically.
Paper copies that are scanned, emailed and/or faxed to KDADS will not be accepted.

e e— - -

@ 7 hitps://webapps.aging.ks.gow/pls/apex_p18/f1p=101:210:1620552780431334
[T KDADS Security Agreement ‘ | - -
| File Edit View Favorites Tools Help
(| ~
Kansas Deparhnenlfor Aging and Disability Services |
nsas System User Security A
Revised 07/01/2012
I [ Department for Aging
and Disability Services
‘ | understand that all the cliznt information contained on Kansas Depariment for Aging and Disability Services (KDADS) computer systems/or any other agency's computer systems to which | have scosss is confidential. | sgres not to copy andior disclose any information regarding persons who
have applied for. have received. or who are receiving public assistance. other benefits or services from KDADS to any unautherized groups or individual or to any person for any purpose other than the administration of the KDADS programs using these computer systems.
| 3lsa agres to protsct sl information avaiable to m through niarfsces wih cther sgenciss, whathar the infarmatian s on the KDADS cemputar system via direst camputer access: fam hard capy dozuments; or cther maans of sommunization. This ncludss butis not fmited ta infarmaton fram
the Intemal Revenus Service, the Social Security and the of Security, Revenus and Administration.
1 that | may only use System R for those specific functions for which | have been authorized
| understand that the password(s) | ereate is or are confidential, may not be shared, and shall be used only by myself. If | suspect anyone else has knowledge of my password, | will repart it immediately to my supervisor or to KDADS HELP DESK and will changs my password 2t that time. |
understand my password will change at least avery sidy days.
| understand whenever | leava my work area that | must take ions to secure the i ion by signing-off my personal computer or invoking 3 password protected screen sauer
| hawe read this entire dosument and agree to abide by its terms. | also understand that any violstion of this agreement may result in disciplinary action which may include aceess being revoked. 1 that | may be if | knowingly =nd intentionally use any KDADS
computer systems/or any other agency's computer systems | acoess for fraudulent or ather unlawiul purposes.
Please complete the following, then press "Submit Reguest' to eave your request. Press 'Close Window” when complete.
I you already have access to any of the KDADS web applications you do NOT need to submit another security agreement via this new electronic format released on November 1, 2012
| e | IL 11 | emait |
Name: L e == Email:
M| Functonson Trie [ | Phone Number: | |
Officz Location (City): Complata Nama: |
|| e Locton (e | | e . o Mot Use the Business Abbraviation or Agranym
| Requested Applications:
| Oar Ocare_ve Octe Clira Owkams Okere Okota COPAce [ Other
(| " For KAMIS scoess, please indicate in the text box below the roles required or job duties |
|| Specific Application Request:
Pleasz indicste the KDADS application(s) for which you are requesting authorization
|
i
|| 0or10aa
Resident (State Hosoitals Cnly) FE—
|| Oves [ it Request
|| (|- ForKCPC, please also complete the following forms.
- DCF
(|
- EAS Application for Citra¢
i
« KCPC Computer Questionnaire
| [lecre sLalT will need 1o also submit the completion certficate from the Kansas Office of Information Technology Senvices, Enterprise Security Cifice “Security Awareness Assessment, befors access can be granted. The Enterprise Secuity Office raining is available at
wisecurity/assessment!
(
Select the "Security Awareness Questionnaire”, select "No Agency..” as Agancy Name, complets the responses, print the certificate, and attach to security request.
M| {[Ftease submit the torms to the Kansas Deganment or Aging and Disatiey Servicas {sse contac: information belon)
i )
Contact Information:
KDADS HELF DESK, Information Services Division For assistance: HeIpDrk@kdads ks.gov
New England Building Phane: (725) 205-
502 Kansas Ave
Topeks, KS 63603 Fax: (786)-206-0256 111412014 D4:54:25
KDADE Discisimer | Kanses Open Recarts |
ansas o Home Fage | Contay
v
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